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Estimated time:

100 minutes
[15 minutes] Activity #1
[20 minutes] Activity #2
[10 minutes] Activity #3
[10 minutes] Activity #4
[15 minutes] Activity #5

e [30 minutes] Assignment
Depending on the time you have allotted for
each group meeting, we suggest you engage
in the final two exercises of this learning
experience (“Activity #5” and “Assignment”) in
your second group convening.

Group or individual activity:

Group

Ages:

13-18 years old

Grades:

Grades 8-12

Online / offline elements:

This learning experience contains links to
online resources to help facilitate a
group-based discussion, with an offline
writing assignment (which

can also be completed through computers or
mobile devices with Internet access).

Areas: Main area: Privacy and Reputation
Additional areas: Content Production, Identity
Exploration and Formation, Information
Literacy, Safety and Well-being

License: Creative Commons Attribution-ShareAlike 4.0

International license. For more information,
please visit:
http://dIrp.berkman.harvard.edu/about
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Learning Goal

Participants will think about privacy in terms of how they share information and
communicate with others online, specifically regarding social media use. They will be
able to explain trade-offs in privacy in the context of social media and learn how to use
online privacy settings effectively.

Materials

Two sheets of paper, one marked “AGREE” and the other “DISAGREE”

[For educator] Computer with Internet access

Projector and projection screen

[For participants - optional] Computers or mobile devices with Internet access
Flip chart (or poster)

Marker

[At least one per participant] Paper

[At least one per participant] Colored pens or pencils

Resources

Book chapter: Born Digital: How Children Grow Up in a Digital Age, Protections
chapter - by John Palfrey and Urs Gasser

Book chapter: Jévenes, transformacion digital y formas de inclusion en América
Latina, Privacy chapter [pages 289-294] - by Sandra Cortesi, Nelson Remolina,
and Mariel Garcia

Report: Why Most Facebook Users Get More Than They Give - By Keith
Hampton, Lauren Sessions Goulet, Cameron Marlow, and Lee Rainie (Pew
Research Center)

Article: Gaming Consoles and Personal Information: Playing with Privacy - by
The Office of the Privacy Commissioner of Canada



http://blogs.harvard.edu/youthandmediaalpha/files/2018/07/Born-Digital_2016_FINAL_Protections.pdf
http://blogs.harvard.edu/youthandmediaalpha/files/2018/07/Born-Digital_2016_FINAL_Protections.pdf
http://youthandmedia.org/files/2018/07/CortesiEtAlPrivacyChapter.pdf
http://www.pewinternet.org/2012/02/03/why-most-facebook-users-get-more-than-they-give/
https://www.priv.gc.ca/en/privacy-topics/technology-and-privacy/online-privacy/gd_gc_201211/

Activity #1: Social Media Use

[Before this activity, tape the “AGREE” and “DISAGREE” signs on opposite sides of the
room. Let participants know that once you read out each statement, they should stand
close to one side or the other depending on how strongly they feel; participants may
also stand in the middle of the two signs if they are unsure / undecided.]

SAY:

e I’'m going to read out a statement. If you agree one hundred percent, move to the
“‘AGREE” sign. If you disagree completely, move to the “DISAGREE” sign. If
you’re unsure or don’t agree / disagree completely, move towards the middle in a
position that best represents your view.

[In between statements, ask participants to explain their position and engage the group
in short discussions about each topic.]

Statements / SAY:
e | have an account on a social media platform like Facebook, Twitter, Snapchat, or
Instagram.

| use social media every day.
My social media profile — on the social media platform | use the most — is
public.

e | have different friends / followers / connections (in other words, a distinct
audience) on the various social media platforms | use.

e My generation has a different way of thinking about information shared on social
media platforms when compared with adults.

e | use different social media platforms for posting specific types of content.

Activity #2: Friend Request Spectrum

SAY:
e A social media platform is an online platform you can use to connect with people
and interact with them.

ASK:
e What are some social media platforms you’ve heard of?



[Before the following activity, tape the “AGREE” and “DISAGREE” signs on opposite
sides of the room. Let participants know that once you read out each statement, they
should stand close to one side or the other depending on how strongly they feel;
participants may also stand in the middle of the two signs if they are unsure /
undecided.]

SAY:

e I’'m going to read out a statement. If you agree one hundred percent, move to the
“‘“AGREE” sign. If you disagree completely, move to the “DISAGREE” sign. If
you’re unsure or don’t agree / disagree completely, move towards the middle in a
position that best represents your view.

e For this activity, think about the social media account you use the most.

[In between statements, engage the group in short discussions using the questions
below each statement.]

Statements / SAY / ASK:
e My social media profile is set to public.
o Does this change the way you post things online? How so? Or if not, why
not?
e My social media profile is for friends / people | know really well only.
o Why did you make this decision?
o Would you post different things if everyone could see it? What kind of
things?
e | have a friend / follower / connection on social media whom | have never met in
real life.
o Why did you friend / follow / connect to this person? Was it someone you
met online, or never before?
How would you describe the relationship?
Because you solely interact online, does it influence how you interact?
What are some of the benefits to this type of interaction? What are
possible challenges?
e | accept every friend / follower / connection request | get.
o What is a benefit of this approach? What are possible challenges?
o Do friend / follower / connection requests matter when it comes to your
privacy? If so, how? If not, why not?
e Whenever | meet new people, | send them a friend / follower / connection
request.
o Why is this a good / bad idea?



| have deleted friends / followers / connections.
o Why did you make this decision?
Online, I'm friends with / followers of / connected to my parents / caregivers or
teachers.
o Does this change the way you post?
o Do the adults in your life ever make comments on what you post online?
o What are possible benefits and / or challenges of being friends / followers
of / connections with your parents / caregivers or teachers?
Some of the stuff on my profile can be seen by friends of friends / people | am not
directly connected to on social media.
o Which things?
| have looked at and / or changed my privacy settings.
o Why or why not?
o Were these privacy settings easy or confusing? What would make these
settings easier to view / change?

Activity #3: How Big Is Your Network?

SAY:

ASK:

Now, let’s talk about the potential scope of your online audience on social media.
There are two main ways in terms of how content (e.g., photo, video, text-based
post) is shared with an audience. One, content can be shared with a default
audience, which can be just your friends / followers / those you are connected to,
or it can include friends of friends as well. Two, your initial audience can share
the content with their friends / followers / those they are connected to.

You can likely choose your immediate audience but it's much more difficult to
control with whom your audience reshares / reposts / retweets content.

Assume you share content not just with your friends / followers / those you are
connected to, but that the same content also gets shared with their friends /
followers / those they are connected to, how many people do you think you're
sharing with?

[Write the following equations / results on the board.]



SAY:

ASK:

Let’s do a little math. If, for example, you have two friends / followers /
connections on a social media platform, and each of them has three friends /
followers / connections, then how many people, at maximum (some friends /
followers / connections may probably overlap) can see the content you share on
the platform?

o Answer:2x3=6
If you have ten friends / followers / connections on a social media platform, and
each of them has ten friends / followers / connections, then how many people, at
maximum, can see the content you share on the platform?

o Answer: 10 x 10 =100
If you have three hundred friends / followers / connections, and they each have
three hundred friends / followers / connections, how many people, at maximum,
can see the content you share on the platform?

o Answer: 300 x 300 = 90,000

These calculations were based on the assumption that your immediate audience
shares content with their immediate audience, but no additional sharing happens
after that. However, in many cases, content can be shared well beyond those
immediate two audiences.

How do you feel about the possibility that so many people you possibly don’t
know (you might know some of your friends’ friends) could easily learn about
what you do online? What might be some of the negative and / or positive
aspects of this?

Why does this matter?

Does this change the way you think about sharing things online? Why or why
not?

Activity #4: Sharing Online

SAY:

You may share things online for an intended audience, but when you make
content public, it may gain unexpected attention.

Media shared online can go “viral,” spreading quickly over social media, being
replicated and possibly remixed.



ASK:
e Can anyone think of an example of viral media? [If not, ask them to think about
memes, remixes, or popular videos they’'ve seen and / or shared with their
friends.]

[Show a recent example aligned with your / participants’ local / regional context to
further solidify the concept.]

SAY:

e Viral media can be good if you want to draw attention to your work. However,
unwanted attention can potentially include harassment and bullying. A private
video that gets leaked or shared without your permission could be damaging to
your reputation.

ASK:
e \What are some ways that content about you online can be shared beyond your
intended audience, and how could this potentially impact you and / or your
reputation?

Activity #5: Privacy Options for Social Media
Platforms

SAY:
e Now that we’ve talked about some reasons why you might not want everything
you do online to be public, let’s talk about how we can manage our privacy
online.

[In between questions, elaborate on the discussion using the statements below each
question.]

ASK / SAY:
e Does it make sense to have different privacy settings for different types of
information?
o You may consider different pieces of information as having different levels
of privacy. You may want to share a photo of your face, a post / share /



tweet about your political or religious beliefs, or a story of a funny video
with different audiences.
What about different privacy settings for different people? For example, do your
parents / caregivers and friends get to see the same thing on your social media
account(s)?

o [Participants may not want their family to be able to comment on their
posts but may want their friends to react.]

Would you ever go back and review everything you have been tagged in? Why or
why not?

o You may want to remove any embarrassing content (e.g., a photo from a
bad hair day, a post about you that you don’t want to be shared).

On certain social media platforms, such as Facebook, you can change your
settings so that you have to approve something before it appears on your profile.
Do you think that is a good idea? Why, or why not?

o It allows you to help prevent embarrassing content from being attached to
your social media account. However, it does not stop the person posting
the content from sharing it on their account with their friends / followers /
people they are connected to.

Why might someone want to limit who can look them up? Can you give an
example?

o You may not want strangers / people you don’t know well to friend / follow /
connect with you on social media or send you unsolicited messages.

Are you friends with / followers of / connected to your parents / caregivers
online? Teachers? Other adults?

Does this change the type of content you share or with whom you share content?
Do parents / caregivers or teachers need to be friends with / followers of /
connected to you to see your profile?

o [Participants should consider whether their own privacy settings allow the
general public to see their social media profiles. Help them think about
other ways that parents / caregivers or teachers can view their profiles.]

What about different privacy settings for different social media platforms? On
Twitter, are your tweets public or private? How many people can view your Snap
stories? How many people can access your Instagram feed? Can others look at
your videos on YouTube? Can people see your photos on Facebook, beyond
your profile picture?

o [If participants don’t know, tell them there are privacy settings for this.]

Do you tweet under your real name or a pseudonym? Why?

o [Participants may not want the general public to know what their real name

is. In this situation, they may want to use a pseudonym.]



[Organize participants into pairs.]

SAY:
e We know that privacy settings can be kind of confusing.
e In your pairs, take a few minutes to come up with a question or comment about
privacy settings.

[Give participants 5 minutes to come up with a question or comment about privacy
settings. Ask them to share with the whole group and answer each question proposed.
Solicit answers from other participants before giving your answer.]

[If computers or mobile devices with Internet access are available, demonstrate how to
manage privacy settings online.]

Assignment

SAY:

e Now that we have talked about social media privacy let’s extend that by
developing a guide that could be used to help others learn what you’ve just
learned.

e Over the next 30 minutes, individually, create a short guide to help others:

1. Think about the audiences of their social media posts.

2. Reflect on what they want to share publicly and what they might want to
keep private and why.

3. Consider why they might want to review and / or edit their social media
privacy settings.

4. Figure out how they can set different privacy settings for different content
and why they might want to do so.

This guide can be any format you’d like. You can write out a step-by-step text
guide, fashion it like a “user’s manual,” incorporate pictures or a flowchart, or any
other method you think would help others learn these things; feel free to be
creative! In the guide, make sure to also:
o Show readers how to review and change privacy settings on a social
media platform.



o Provide an answer to a question about privacy settings you believe to be
important, based on the previous group discussion.

[Encourage participants to select different platforms so collectively more
platforms are covered. Give participants 30 minutes to finish the assignment.]
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